Data protection by design and by default

Using EIm and its very strict ecosystem
to comply with the upcoming EU GDPR

2017-07-27, July Meetup @ Rocket Labs




Overview

« About me (very shortly)
« Elm Open Source projects

« Background:
- Letsrecap: Whatis purity
- Why is purity relevant for you (EU GDPR)

« Why Are So Many Smart People So Stupid About the GDPR?
« Data protection by design and by default (EIm to the rescue)
c Q&A
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About me (very shortly)

« Ramon Soto Mathiesen (Spaniard + Dane)
« MSc. Computer Science DIKU/Pisa and minors in Mathematics HC@
« CompSci @

- “If  have seen further it is by standing on the shoulders of giants”
-- Isaac Newton (Yeah Science, ... Mostly mathematics)

- EIm (JS due to ports) with a bit of Haskell and a bit of F# (fast prototyping)
« Elm / Haskell / TypeScript / F# / OCaml / Lisp / C++ [ C# [ JavaScript

« Founder of (MF#K)
« Volunteer at (Captain at Valby Vigerslev Library Department):
- Blog: and Twitter:
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https://spisemisu.com/
https://www.meetup.com/MoedegruppeFunktionelleKoebenhavnere/
https://codingpirates.dk/
http://blog.stermon.com/
https://twitter.com/genTauro42/
https://codingpirates.dk/

Elm Open Source projects oY%

« Elm packages, released under LGPL-3.0 (http://package.elm-lang.org/):

spisemisu/elm-utf8

- spisemisu/elm-sha

- spisemisu/elm-bytes

- spisemisu/elm-merkletree

- spisemisu/elm-blockchain (coming at some point)

« Elm SPAs, released under GPL-3.0:
- Fair Choice (http://spisemisu.com/spa/fairchoice/)
- Sign Sign (sign2x) (coming at some point https://sign2x.org)

- UniverZ (UniverSum) (coming at some point https://universigma.org)
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http://package.elm-lang.org/
http://spisemisu.com/spa/fairchoice/
https://sign2x.org/
https://universigma.org/
https://github.com/fsprojects

What is purity

« Letsrecap:

2017-07-27

Functions always evaluates to the same output value given the
same input

Evaluation does not cause any side effect, such as mutation of
mutable objects or output to 1/O devices

Functions can be mapped directly to A-calculus, which is
mathematically pure.

The result of combining pure functions, would still be considered
pure
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Why is purity relevant for you =

 Purity it’s not just academic mumbo jumbo

« Privacy-by-design and default, get used to it as General
Data Protection Regulation ( ) arrives next year:

- Doom-day: 2018-05-25
« Easiest way to comply with this approach is by isolating

your side-effect. Languages supporting this feature at the
moment are: EIm, Haskell, Idris, PureScript, among others

2017-07-27 6/24



http://www.eugdpr.org/
http://www.eugdpr.org/

Why is puri
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http://www.eugdpr.org/
https://www.version2.dk/artikel/mega-svipser-cpr-numre-skatteoplysninger-frit-tilgaengelige-paa-skats-hjemmeside-1074352
http://www.dr.dk/nyheder/penge/private-oplysninger-er-ude-efter-stort-laek-hos-novo-nordisk

Why is purity relevant for you =

« Werecently had two cases where sensitive data was leaked through web applications:

- (Danish Ministry of Taxation)

« Some citizens, when login in, could choose other citizens profiles, presented in a list, like admin mode

- (Denmark’s greatest company, turnover/revenue: 107.927 mDKK)

« 95.000 job applicants data (name, phone, e-mail, ...) was published to their main website (human error)
« What if it was next year, both blamed their software provider? ( )

- Finesin the size of 10/20 mEUR or 2%/4% annual worldwide turnover (whichever is greater)

Note: turnover (UK)/revenue (US) reference to the amount of money a company
generates without paying attention to expenses or any other liabilities
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http://skat.dk/en/SKAT.aspx?oid=3099&lang=us
http://www.novonordisk.com/
http://www.business.dk/oekonomi/grafik-her-er-danmarks-1000-stoerste-virksomheder
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation#Sanctions
http://www.eugdpr.org/
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Why is purity relevant for you
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Why is purity relevant for you
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Why is purity relevant for you

NO LIFEGUARD
ON DUTY
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Why is purity relevant for you =

 Areyou willing to deliver software from Doom-day next year?

- How are you going to convince your customers that you are doing everything
to ensure that no unwanted side-effects and hereby data-leaks will occur?

« Letsremove the blame-game and the say a lot but do nothing from
the equation and focus on solving the real problem, with science ofc

 Byisolating unwanted side-effects at compile-time, no system will
be deployed to production with undesired vulnerabilities

« You willjust need to request pure code through from
your contractors or software providers (next slide)
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https://docs.microsoft.com/en-us/dotnet/articles/fsharp/language-reference/signatures
http://www.eugdpr.org/

Why is purity relevant for you =

namespace EvilCorp
module BusinessLogic =
(* Connect to 3rd party and leak data, perfectly fine *)
val foo : int -> int
(* Create folder and log sensitive data, fine as well *)
val bar : float -> float

VS

namespace CantBeEvilCorpAnymore
module BusinessLogic =
(* Connect to 3rd party and leak data, Computer Says No *)
val foo : int Pure -> int Pure
(* Create folder and log sensitive data, Computer Says No *)
val bar : float Pure -> float Pure

“Don’t be evil” enforced by code !!!
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http://www.eugdpr.org/

Why is purity relevant for you

e Just think of it in Simon P. Jones (5P]) terminology:
- Isolate side-effects to avoid “Launching the missiles”
- Isolate side-effects to avoid “Leaking data”

« By enforcing purity, the “Volkswagen emissions scandal”
( ), would never have been possible as the

Governments could just require that car manufactures
software, complied with their
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https://www.microsoft.com/en-us/research/people/simonpj/
https://en.wikipedia.org/wiki/Volkswagen_emissions_scandal
https://docs.microsoft.com/en-us/dotnet/articles/fsharp/language-reference/signatures
https://www.microsoft.com/en-us/research/people/simonpj/
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The GDPR?’s virtuous cycle of data protection
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https://www.linkedin.com/pulse/why-so-many-smart-people-stupid-gdpr-tim-walters-ph-d-
http://www.eugdpr.org/

Why Are So Many Smart People .***,

*

So Stupid About the GDPR?  *.

o . Principles relating to processing of personal data

- “One example: The requirement for data minimization (Article
5(1)(c)) means that you must be able to demonstrate that every
business process that touches personal data (and every
technology that contributes to it) is designed in such a way that
it uses the smallest possible amount of data for the shortest
possible period of time while exposing it to the fewest possible
eyeballs and ensuring that it is deleted as quickly as possible
when the processing purpose is completed.” -- Tim Walters
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https://gdpr-info.eu/art-5-gdpr/
http://www.eugdpr.org/

Why Are So Many Smart People .***,

*

So Stupid About the GDPR?  *.

: . Data protection by design and by default

- Ensure to “... implement appropriate technical and
organizational measures, ..., which are designed to
implement data-protection principles, ..., in an effective
manner and to integrate the necessary safeqguards into
the processing in order to meet the requirements of this
Regulation and protect the rights of data subjects”
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https://gdpr-info.eu/art-25-gdpr/
http://www.eugdpr.org/
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Data protection by design and Fes¥
by default (EIm to the rescue)

Snyk Test Vulnerability DB Docs Blog Features Partners Pricing

Blog > 77% of sites use at least one vulnerable JavaScript library

MARCH 29, 2017

77% of sites use at least one
vulnerable JavaScript library

% Tim Kadlec

The other week a paper was released that reported that about 37% of
sites included at least one JavaScript library with a known vulnerability.
When we wrote about the findings, we mentioned that we thought that
the reality was almost certainly worse.

Itis. Much worse, in fact.

We ran our own test using the top 5,000 URLs from Alexa and discovered that a
whopping 76.6% of them include at least one vulnerable library. If you’re curious how we

conducted the test, the details are below or feel free to skip to the results.

Sadly, the world we live in ...
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https://snyk.io/blog/77-percent-of-sites-use-vulnerable-js-libraries/
https://github.com/fsprojects

Data protection by design and Fes¥
by default (EIm to the rescue) | ZIN¢

Insecure Connection - Mozilla Firefox (Private Browsing)

$:0
Fair Choice - SPISE MISU ApS x m Hejrevej 30 - Google Maps

v |l Org-mode~ | Linux~ | Cryptography~

/RC~ [Gitv [flLambda~ [fIdris~ [ Haskell~

[ Elm [ PureScript~ [EOCaml [ F#v [ Erlangv [ Blockchain~ [l Recipes~ [ TV~

The owner of www.eugdpr.org has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

and HTTPS done wrong: website :(
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https://www.eugdpr.org/
https://github.com/fsprojects

ata protection by design and }‘v’
) A

y default (EIm to the rescue

module DataRegister exposing (Register, Sensitive(..), add, count, get, init)
import List

Sensitive a
Data (List a)

type Sensitive a =
type Register a =
init : () -> Register a
init () = Data []

add : a -> Register a -> Register a
add x (Data reg) =
if List.any (\y -> x == y) reg then
Data reg
else
Data (x :: reg)

count : (a -> Bool) -> Register a -> Int
count cond (Data reg) =
let
Xs =
List.filter cond reg
in
List.length xs

get : (a -> b) -> (a -> Bool) -> Register a -> Maybe b
get dto cond (Data reg) =
case reg of
[1->
Nothing

X !: Xs ->
if cond x then
Just (dto x)
else
get dto cond (Data xs)

Very basic Data Register
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https://github.com/fsprojects

Data protection by design and ‘v’
by default (Elm to the rescue) | 4N

« Very basic Data Register

« Combined with the very strict EIm ecosystem:
- Pure code with isolated side-effects
« Sum Type of Msg that triggers some Cmd msg. Just focus on update function

- Pure packages

« No referential transparency, unless it’s Evan/Elm Team (DOM/Native stuff)
- Semantics versioning (semver) almost done well

« They actually use Syntactic versioning (synver):

« Demo: , powered by
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https://github.com/spisemisu/elm-sha/issues/3#issuecomment-309232782
http://spisemisu.com/spa/fairchoice/
https://www.random.org/
https://github.com/fsprojects

Data protection by design and ‘v’
by default (Elm to the rescue) | 4N

A few cons:

- toString (EIm magic) breaks data encapsulation

« From 0.19 it will become part of Debug and will be replaced in Core with String.fromint
and so.

- Debug.log allows to print a lot of stuff without being able to limit it with the
type system.

« It shouldn’t be allowed to use Debug from an application compiled without the --debug
flag

- It gets compiled to JavaScript though ... hope with Web Assembly?
- Next version 0.19, so it’s actually (still) not PROD ready ... until when?

« For example, Idris is already since 2017-04-01 (what a date to annouce it though)
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https://www.idris-lang.org/idris-1-0-released/
https://github.com/fsprojects

Ssummary

 Purity it’s not just academic mumbo jumbo, so use it FFS !!!

« EU GDPR arrives 2018-05-25, keep being smart and don’t become stupid,
tackle the problem instead of looking away

 Solve the problem by using a technical/scientific approach and not only by
increasing your staff

- Article 5. Principles relating to processing of personal data and Article
25. Data protection by design and by default

« Comply with EU GDPR (Pure vs Imperative, blog posts):
- In it’s almost trivial, very similar to Elm

- it’s not straight forward unless you rely on .NET Sandboxes or
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http://blog.stermon.com/articles/2017/07/14/haskell-why-many-people-so-stupid-about-gdpr
http://blog.stermon.com/articles/2017/07/17/impure-languages-wont-make-the-cut-gdpr
https://twitter.com/search?q=%23puritas&src=typd

Q&A

Any Questions?
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